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City Auditor’s Office

August 14, 2009

Honorable Mayor and Members of the City Council:

I am pleased to present the City Auditor’s Office’s follow-up on the CityNet (Kronos) Audit
released in December 2008. The purpose of the follow-up audit was to determine the
implementation status of prior audit reccommendations.

Our follow-up audit results indicate that management fully implemented one of the two prior audit
recommendations and partially implemented the recommendation related to providing user training.

We would like to thank the Information Technology Department staff for their full cooperation and
assistance during the project.

Patrice Randle, CPA
City Auditor

c:  Jim Holgersson, City Manager
Fiona Allen, Deputy City Manager
Bob Byrd, Deputy City Manager
Gilbert Perales, Deputy City Manager
Trey Yelverton, Deputy City Manager
Louis Carr, Chief Information Officer
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The City Auditor’s Office has completed a follow-up to the
December 2008 CityNet (Kronos) Audit. The follow-up audit was
Summary conducted in accordance with generally accepted government
auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to

Executive

One of wo provide a reasonable basis for our findings and conclusions based
r ecorttmendatwns was on our audit objectives. We believe that the evidence obtained
implemented provides a reasonable basis for our findings and conclusions based
on our audit objectives. The objective of the follow-up was to
F, ully determine the implementation status of prior audit
Im p lemented recommendations.
o Segregation of Duties The initial CityNet (Kronos) Audit included two recommendations

for which management concurred. The follow-up audit indicated
Partially that management fully implemented one of the two prior audit

recommendations. Management  fully implemented the
Implemented recommendation related to segregation of duties in timesheet
approval. Management partially implemented the prior audit
recommendation related to conducting training sessions for Kronos
users.

o Employee Training

Audit Scope and Methodology

The City Auditor’s Office reviewed CityNet (Kronos) activity between April and July 2009. The
following methodology was used in completing the follow-up audit.

e Interviewed Information Technology Department staff responsible for and knowledgeable of
actions taken to implement the initial audit recommendations.

o Gained access to the Kronos test environment, with replicated production data as of June 1,
2009.
Generated reports to identify individuals that approved timesheets for active City employees.

e Reviewed a statistically valid sample to assess segregation of duties in the time approval process.
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Status of Prior Audit Recommendations

Recommendation:

Management should ensure that segregation of duties is maintained between input/edit of
employee time records and review/approval of those records.

Management’s Response:

Concur. Kronos user access and security is reviewed by the IT Department on a regular basis
as a part of its daily business. A complete, system-wide security access review of Kronos was
conducted in the summer of 2008 with input from and in consultation with the various user
departments. As a result of this review a number of areas for improvement were identified and
recommended, and corresponding changes to specific departmental user access profiles were

made. Another thorough review of Kronos user access and security will be conducted to ensure
current settings are correct.

Target Date: 04/30/2009
Responsibility: Tom Wilson, Information Technology Manager

Implementation Status:

Fully Implemented. Exceptions related to segregations of duties in time approval were not found
during an analysis of current employee time records.

Recommendation:

The IT Department should schedule additional Kronos training sessions. Management should
require that employees designated as timekeepers or managers attend one of the sessions in order
to properly equip them in the use of the system and to help alleviate the negative perception of
the timekeeping system.

Management’s Response:

Concur. As part of the recently completed upgrade to Kronos version 6.0, a formal training
initiative was undertaken to ensure all employees who accessed and/or entered time for one or
more employees were trained on the regular use of the new version. This training initiative took
place during a two-week timeframe in late September 2008, just prior to the early October 2008
go-live. These sessions were well attended by the appropriate COA employees. In addition, a
regular training curriculum and schedule for newer Kronos users will be established, with
training made available on a quarterly basis. Developed training materials would target the
various user types within Kronos including Managers/Supervisors, web-in employees, and clock-
swipe employees.

Target Date: 04/30/2009
Responsibility: Tom Wilson, Information Technology Manager
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Implementation Status:

Partially Implemented. Information Technology management has not fully implemented the
recommendation due to the departure of an employee assigned to Kronos support duties and the
recent upgrade to Kronos version 6.0. Training material applicable to Kronos version 6.0 has
been drafted and is awaiting user review, feedback and approval. Management expects to recruit
an Application Specialist for Kronos and implement training sessions by November 1, 2009.
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